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1. 1EC 62052-11 , Electricity metering equipment (AC) - General requirements,
tests and test conditions - Part 11: Metering equipment, 2003

2. 1EC 62053-22 , Electricity metering equipment (a.c.) - Particular requirements -
Part 22: Static meters for active energy (classes 0.2S and 0.5S), 2003

3. IEC 62056-21 , Electricity metering - Data exchange for meter reading, tariff
and load control - Part 21: Direct local data exchange , 2002

4.1EC 62056-61, Electricity metering data exchange - The DLMS/COSEM suite -
Part 61: Object Identification System (OBIS), 2002

5.1EC 60999-1 , Connecting devices —Electrical copper conductors —Safety
requirements for screw-type and screwless-type clamping units —Part 1:General
requirements and particular requirements for clamping units for conductors from
0,2 mm2 up to 35 mm2 (included) , 1999

6. ISO/IEC 646 ,Information technology - ISO 7-bit coded character set for
information interchange , 1991

7.1EC 62059-31 , "Electricity metering equipment — Dependability” Part 31-1:
Accelerated reliability testing — Elevated temperature and humidity, 2008

8. 1EC 60068-2-1, Environmental testing — Part 2-1: Tests — Test A: Cold, 2007

9. EN 301 511, Global System for Mobile communications (GSM); Mobile
Stations (MS) equipment; Harmonised Standard covering the essential
requirements of article 3.2 of Directive 2014/53/EU, 2016

10. CISRP 11, Industrial, scientific and medical equipment - Radio-frequency
disturbance characteristics - Limits and methods of measurement, 2015

11. IEC 61000-4-2, Electromagnetic compatibility (EMC) — Part 4-2: Testing and
measurement techniques — Electrostatic discharge immunity test,2008
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12. IEC 61000-4-3, Electromagnetic compatibility (EMC) — Part 4-3: Testing and
measurement techniques — Radiated, radio-frequency, electromagnetic field
Immunity test, 2006

13. IEC 61000-4-4 , Electromagnetic compatibility (EMC) — Part 4-4: Testing and
measurement techniques — Electrical fast transient/ burst immunity test, 2012

14. 1EC 61000-4-5, Electromagnetic compatibility (EMC) — Part 4-5: Testing and
measurement techniques — Surge immunity test, 2014

15. IEC 61000-4-6, Electromagnetic compatibility (EMC) - Part 4-6: Testing and
measurement techniques - Immunity to conducted disturbances, induced by
radio-frequency fields, 2013

16. IEC 61000-4-8, Electromagnetic compatibility (EMC) — Part 4-8: Testing and
measurement techniques — Power frequency magnetic field immunity test,2009
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1 Abstract objects -Association & Security
Current association 15 | 1 | 0-0:40.0.0.255 M
1 logical name octet_string[6] 0000280000FF Get | -- | Get
list of visible COSEM objects
2 object_list object_list_type within the given application | Get | -- | Get
association
3 associated_partners_id associated_partners_type Get | -- | Get
4 application_context _name application_context_name Get | -- | Get
5 XDLMS_context_info XDLMS_context_type Get | -- | Get
Optionally Set can be
used to restrict the next
6 authentication mechanism name mechanism_name_structu mechanism_name Get | - | Get association to a specific
- - re (5)/GMAC/HLS mechanism_name e.g. to
mechnaism_name(5)
after commisioning.
Optional "Set, in case of
using LLS to change the
7 secret octet_string -- | (Set LLS PW. For HLS using
- ) GMAC secret is handled
by  Security  setup
COSEM object.
8 association_status enum Get | -- | Get
9 security_setup_reference octet_string[6] 00002B0000FF Get | -- | Get
1 reply_to HLS authentication -- - ?nctl
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N
"Action", for changing
2 change HLS secret -- - -- the HLS secret in case of
using MD5 or SHA-1
3 add_object -- -- --
4 remove_object -- -- --
Security Setup (Management Client/Pre.Est.) 64 | 0 | 0-0:43.0.0.255 M
1 logical name octet_string[6] 00002B0000FF -- - | Get
meter shall support all
security policies (0, 1, 2
and 3). The default
. . _ | Get, security policy after
2 security_policy enum Set installation is "3" (all
messages to be
authenticated and
encrypted)
3 security_suite enum 0 N B RS 0 = AESGCM-
Y Set 128/AES-128
4 client_system _title octet_string[8] -- - | Get
5 server_system_title octet_string[8] -- - | Get
1 security_activate enum -- = 'g‘:t'
2 global_key_transfer key data -- - ﬁ‘:t'
Security-Receive Frame Counter -broadcast Key 1 |0 |0-0:43.1.1.255 M
1 logical_name octet_string[6] 00002B0101FF Get | -- | Get
2 value double_long_unsigned Get | -- | Get
Security-Receive Frame Counter- unicast key 1 |0 | 0-0:43.1.0.255 M
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logical name octet_string[6] 00002B0100FF Get | -- | Get
value double long_unsigned Get | -- | Get
Abstract objects -1D's & control information
COSEM logical device name 1 |0 | 0-0:42.0.0.255 M
logical name octet_string[6] 00002A0000FF Get | -- | Get
. B unique identification of
value octet_string[16] Get Get the logical device
Device ID 1 1 |0 | 0-0:96.1.0.255 M
logical_name octet_string[6] 0000600100FF -- - | Get
modem Serial Number (ASCII stored durin
value octet_string[8] Coded): Production  Serial | -- - | Get . 9
manufacturing
Number
Device ID 2 1 |0 | 0-0:96.1.1.255 M
logical_name octet_string[6] 0000600101FF -- - | Get
value octet_string[0..48] modem Identifier -- .| Get stored . during
Set manufacturing
Device ID 3 1 |0 | 0-0:96.1.2.255 M
logical_name octet_string[6] 0000600102FF -- - | Get
. . . Get, Stored during
value octet_string[0..48] Function Location -- = | Set installation
Device ID 4 1 |0 | 0-0:96.1.3.255 M
logical_name octet_string[6] 0000600103FF -- - | Get
value octet._string[0..48] Location Information (ASCII | | Get, Stored during
—StrngLe. Coded): GPS Info. Set installation
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Device ID 5 1 0 0-0:96.1.4.255 M
logical name octet_string[6] 0000600104FF -- - | Get
Consumer  Unique  Utility .
value octet_string[0..48] Number  (ASCIl  coded): | -- .| Ge Stored . during
(“RAMZ RAYANEH") Set installation
Device ID 6 1 |0 | 0-0:96.1.5.255 M
logical_name octet_string[6] 0000600105FF -- - | Get
value octet_string[0..16] Serial Number of SimCard -- - | Get stored . during
manufacturing
Device ID7 1 |0 | 1-0:0.0.0.255 M
logical_name octet_string[6] 0100000006FF Get | -- | Get
Manufacturer Code +
. Meter/DeviceType + B stored during
value octet_string[14] Production Year+ Production CE) Get manufacturing
Serial Number
Abstract objects -Time related issues
Clock 8 |0 |0-0:1.0.0.255 M
logical name octet_string[6] 0000010000FF -- - | Get
current date and time as
Get local time, With set
time octet_string[12] - Set ’ deviation 0X8000 and
Set status =0XFF should be
used.
time_zone long -210 - Set S;tt’
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status unsigned -- - | Get
daylights_savings_begin octet_string[12] EFFFOlOlFF020000008000F B Set geett, éZIOgARVARDIN, at
daylights_savings_end octet._string[12] FFFFO61EFF020000008000F | Set Get, 30. SHAHRIVAR, at
F Set 02:00
daylights_savings_deviation integer 60 -- Set g:tt’
daylights_savings_enabled boolean 1 -- Set g:tt’
clock_base enum 1 -- - | Get internal - crystal — (by
- default)
Clock Time Shift Limit 3 |0 |1-0:0.9.11.255 M
logical _name octet_string[6] 010000090BFF -- - | Get
Maximum allowed time
Get shift without
value unsigned 60 - Set Set ’ generating/logging
"Clock Adjusted" events
(event codes 4 and 5).
scaler_unit scal_unit_type {0,7} -- - | Get
Abstract objects -Firmware Upgrade
Image transfer 18 | 0 | 0-0:44.0.0.255 M
logical name octet_string[6] 00002C0000FF -- - | Get
image_block_size double_long_unsigned - - | Get block size in bytes
The length of string is
. . . same as the number of
image_transferred_block_status bit_string -- - | Get image blocks. Each bit
provides info about one
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individual image block
as follow:
0 = not transferred
1 = transferred

image_first not_transferred_block_number

double_long_unsigned

Get

Provides block number
of the first missing block

image_transfer_enabled

boolean

Get,
Set

Enabled or not; detail
information in
image_transfer_status
FALSE = disabled
TRUE = enabled

image_transfer status

enum

Get

Detailed status of image
transfer process
0 = transfer not initiated
(not active; default state)
1 = transfer initiated
2 = verification initiated
3 = verification
successful

4 = verification failed
5 = activation initiated
6 = activation successful
7 = activation failed

image_to_activate_info

array

Get

image_transfer_initiate

structure

Acti
on

initiates  the transfer
process; includes data in
format

{

image_identifier
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image_size

}

image_block_transfer

structure

tio

Acti
on

transfers one single
block; includesdata in
format

image_block_number
image_block_value

}

image_verify

integer

Acti
on

verifies the integrity
before activation; result
can be
(0) success, if the
verification could be
completed;

(2) temporary-failure if
the verification has not
been completed;
(250) other-reason if the
verification failed.

image_activate

integer

Acti
on

activates the transferred
and verified image;
result can be
(0) success, if the
verification could be
completed;

(2) temporary-failure if
the verification has not
been completed;
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(250) other-reason if the
verification failed.
Image Transfer Activation Scheduler 22 | 0 | 0-0:15.0.2.255 M
logical name octet_string[6] 00000F0002FF -- - | Get
Get,
executed_script script22 {0-0:10.0.107.255,1} -- - | (Set
)
Get, Type "1" is mandatory
type enum 1 - - | (Set (fixed time, wildcard in
) date).
Immediate  activation
will be done when a non-
valid date and time is
written to the
execution_time.
. . The execution can be
execution_time array[0..1](execution_tim - .| G disabled with writing
e_date) Set {{"FFFFFFFF"
"FFFFFFFFFF"}}.  In
this case, the firmware
should be activated "on-
demand" by central
system.
Predefined Scripts -Image activation 9 |0 0-0:10.0.107.255 M
logical_name octet_string[6] 00000A006BFF Get
scripts scripts §Get
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The activation of this
Acti scripts is performed by
1 execute long_unsigned 1 calling the execute()
on
method to the
scriptidentifier 1.
Active firmware Identifier 2 1 |0 1-2:0.2.0.255 M
1 logical_name octet_string[6] 0102000200FF -- - | Get
. GPRS Communication
2 value octet_string -- - | Get .
Module Firmware
Active firmware signature 2 1 |0 1-2:0.2.8.255 M
1 logical_name octet_string[6] 0102000208FF -- - | Get
2 value octet_string -- - | Get
19 Local communication - IEC/HDLC Optical port
IEC HDLC setup -HDLC Optical port 23 |1 | 0-0:22.0.0.255 g || bikiteny LG
Optical port.
1 logical _name octet_string[6] 0000160000FF -- - | Get
2 comm_speed enum 5 -- Set g:tt‘ 9600 baud
. . . . Get,
3 window_size_transmit unsigned 1 -- Set Set
. . . . Get,
4 window_size_receive unsigned 1 -- Set Set
5 max_info_field_lenght_transmit long_unsigned [32..2030] - Set ggtt’
6 max_info_field_lenght_receive long_unsigned [32..2030] - Set S;tt’
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. . . Get,
7 inter_octet_time_out long_unsigned [20..6000] -- Set Set
8 inactivity_time_out long_unsigned 180 -- Set g:tt’
9 device_address long_unsigned -- - g:tt’
IEC Local port setup 19 |1 |0-0:20.0.0.255 M g";{:g:lt%%t AIBIES el
1 logical _name octet_string[6] 0000140000FF -- - | Get
2 default_mod enum choice (0,1) , Default 1 -- - g:tt‘ mggg 1:(|)_|ZQAL%DE E
3 default_baud enum choice (0,9) , Default 0 -- Set g:tt‘ 300
4 prop_baud enum choice (0,9) , Default 5 -- Set g:tt‘ 9600
5 response_time enum choice (0,1) , Default 1 -- Set geett’
6 device_addr long_unsigned -- Set geett’
7 pass_pl octet_string -- Set | Set
8 pass_p2 octet_string -- Set | Set
9 pass_wb octet_string -- Set | Set
IEC HDLC setup -HDLC electrical port (RS485) 23 | 1 | 0-2:22.0.0.255 M
1 logical name octet_string[6] 0002160000FF -- - | Get
2 comm_speed enum choice(4,5,6) - Set S;tt’ 4800,9600,19200 baud
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. . . . Get,
3 window_size_transmit unsigned 1 -- Set Set
. . . . Get,
4 window_size_receive unsigned 1 -- Set Set
5 max_info_field_lenght_transmit long_unsigned [32..2030] -- Set g:tt’
6 max_info_field_lenght_receive long_unsigned [32..2030] -- Set g:tt’
7 inter_octet_time_out long_unsigned [20..6000] -- Set g:tt’
8 inactivity_time_out long_unsigned 180 -- Set g:tt‘
9 device_address long_unsigned -- - g:tt‘
21 Abstract objects - TCP/IP profile setup
TCP-UDP setup 41 | 0 | 0-0:25.0.0.255 M
1 logical name octet-string[6] 0000190000FF -- - | Get
2 TCP-UDP_port long-unsigned 4059 - -- geett,
3 IP_reference octet-string 0-0:25.1.0.255 -- - | Get
4 MSS long-unsigned 1280 - -- S:tt’
. . Get, including both TCP and
5 nb_of_sim_conn unsigned 5 -- | get UDP
6 inactivity_time_out long_unsigned 180 - -- S:tt’
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IPv4 setup 42 | 0 | 0-0:25.1.0.255 M
1 logical _name octet-string[6] 0000190100FF -- - | Get
2 DL_reference octet-string[6] 0-0:25.3.0.255 -- - g:tt,
. Get,
3 IP_address double-long-unsigned -- = | Set
4 multicast_IP_address array[0..*] -- - g:tt’
. Get
* _— _— )
5 IP_options array[0..*] Set
. Get,
6 subnet_mask double-long-unsigned -- = | Set
7 gateway IP_address double-long-unsigned -- - g:tt‘
Get,
8 use_DHCP_flag boolean -- = | set
9 primary_DNS_address double-long-unsigned -- - geett’
10 secondary DNS_address double-long-unsigned -- - geett’
1 add_mc_IP_address (data) double-long-unsigned -- - | -
2 delete_ mc_IP_address (data) double-long-unsigned -- - | -
3 get nbof mc_IP_addresses (data) unsigned -- - | -
M
PPP setup 44 | 0 | 0-0:25.3.0.255 -
G
1 logical name octet-string[6] 0000190300FF -- - | Get
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. . Get,
PHY _reference octet-string[6] 0-0:25.4.0.255 -- = | Set
{ LCP-option-type :=
. array[0..8](LCP_options_ _ | Get, Auth-Prot, LCP-Option-
LCP_options element) {434, 0xC023}.... } Set Length := 2, LCP-
option-data := PAP}
{ IPCP-option-type :=
. IP-comp-prot, IPCP-
IPCP_options Z'Irgmg{)?]«'-cp—"p“ons— £ {2, 4, 0x0000}.... } ST o s option-Length = 2,
IPCP-option-data := No-
IP-Compresion-is-used}
PPP_authentication PPP_authentication_type PAP -- - g:tt’
Abstract objects -Errors & Alarms, Event logs
Error Register 1 |0 |0-0:97.97.0.255 M
logical name octet_string[6] 0000616100FF -- - | Get
value double_long_unsigned -- .| Get
- 9= Set
Unread_Log Files Status_Register 1 |0 | 0-0:94.98.26.255 M
logical name octet_string[6] 00005E620EFF -- - | Get
value long_unsigned - - | Get
Alarm Register 1 1 |0 | 0-0:97.98.0.255 M
logical name octet_string[6] 0000616200FF -- - | Get
. Get,
value double_long_unsigned -- = | set
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Alarm Filter 1 1 0 0-0:97.98.10.255 M
logical _name octet_string[6] 000061620AFF -- - | Get
. Get,
value double_long_unsigned -- = | Set
Alarm Register 2 1 |0 |0-0:97.98.1.255 M
logical_name octet_string[6] 0000616201FF -- - | Get
. Get,
value double_long_unsigned -- = | Set
Alarm Filter 2 1 |0 |0-0:97.98.11.255 M
logical_name octet_string[6] 000061620BFF -- - | Get
Get This filter defines, if an
value double_long_unsigned -- - Set] event is handled as an
alarm when it appears
Event Object -Standard Event Log 1 |0 |0-0:96.11.0.255 M
logical_name octet_string[6] 0000600BO0OFF -- - | Get
event number (0 to 255);
at first power up or if no
value enum - - | Get events were yet
generated the value
should return 255
Event Parameter-Standard event log 1 |0 |0-0:96.11.10.255 M
logical name octet_string[6] 0000600BOAFF -- - | Get
value enum - - | Get
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Standard Event Log 7 |1 | 0-0:99.98.0.255 M
1 logical _name octet_string[6] 0000636200FF -- - | Get
selective  access per
2 buffer array -- - | Get range
{{8,0-0:1.0.0.255,2,0}, Get Clock, Event Code,
3 capture_objects array[3] {1,0-0:96.11.0.255,2,0} -- - Set’ Event Parameter (Sub-
{1,0-0:96.11.10.255,2,0}} events)
4 capture_period double_long_unsigned 0 -- - | Get asynchronously
5 sort_method enum 1 -- - | Get FIFO
6 sort_object capture_object_definition {0,0-0:0.0.0.0,0,0} -- - | Get Unsorted
7 entries_in_use double_long_unsigned -- - | Get
8 profile_entries double_long_unsigned [100..*] -- - | Get
. Acti
1 reset integer -- --
on
Event Object -Fraud Detection Log 1 |0 |0-0:96.11.1.255 M
1 logical_name octet_string[6] 0000600B0O1FF -- - | Get
event number (0 to 255);
at first power up or if no
2 value enum -- -- Get events were yet
generated the value
should return 255
Fraud Detection Log 7 |1 |0-0:99.98.1.255 M
1 logical name octet_string[6] 0000636201FF -- - | Get
5 buffer array _ — | Get selective access per
range
. array[2](capture_object_d {{8,0-0:1.0.0.255,2,0},{1,0- Get, Clock, Fraud (Security)
8 | capture_objects efinition) 0:96.11.1.255,2,0}} T set Event Code
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4 capture_period double long_unsigned 0 -- - | Get asynchronously
5 sort_method enum 1 - - | Get FIFO
6 sort_object capture_object_definition {0,0-0:0.0.0.0,0,0} -- - | Get Unsorted
7 entries_in_use double long_unsigned -- - | Get
8 profile_entries double long unsigned [100..*] -- - | Get
1 reset integer -- i
on
Event Object - Communication Log 1 |0 |0-0:96.11.5.255 M
1 logical_name octet_string[6] 0000600B0O5FF -- - | Get
event number (0 to 255);
at first power up or if no
2 value enum -- -- Get events were yet
generated the value
should return 255
Communication Log 7 1 | 0-0:99.98.5.255 M
logical_name octet_string[6] 0000636205FF -- - | Get
2 buffer array _ — | Get selective  access  per
range
. array[2](capture_object_d {{8,0-0:1.0.0.255,2,0},{1,0- Get, Clock, Communication
8 | capture_objects efinition) 0:96.11.5.255,2.0}} ] set Event Code
4 capture_period double_long unsigned 0 -- - | Get asynchronously
5 sort_method enum 1 - - | Get FIFO
6 sort_object capture_object_definition {0,0-0:0.0.0.0,0,0} -- - | Get unsorted
7 entries_in_use double_long unsigned -- - | Get
8 profile_entries double_long unsigned [100..*] -- - | Get
. Acti
1 reset integer -- -
on
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22 Abstract objects - Push setup
Push setup -On Connectivity 40 | 0 | 0-0:25.9.0.255 M
1 logical name octet-string[6] 0000190900FF -- - | Get
. . array[0..*](capture_object _ | Get,
2| push_object_list  definition) Set
3 send_destination_and_method send_destination_and_met {0,*,0} -- .| Get
hod_type Set
ey
4 communication_window array[0..*](window_eleme _ | Get,
nt) Set
Randomiztion time in
Get seconds, 0 = no
5 randomisation_start_interval long-unsigned 0 -- - Set] randomization at start of
the first window defined
in calling_window
Get Max number of
6 number_of _retries unsigned -- = | set ’ repetitions of
unsuccessful push
- . Get, Dela in  seconds
7 repetition_delay long-unsigned -- = | set betw)e/en repetitions
Ac .
1 push integer -- tio ?nctl
n
Push script table 9 |0 |0-0:10.0.108.255 M
1 logical_name octet_string[6] 00000A006CFF -- - | Get
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{
{5.{{2,40,0- Get,
2 scripts array[7](script9) 0:25.9.0.255,1,0}}}, //Push - | -- - (Set
On Connectivity )
} -
1 execute long_unsigned -- -- 'g‘;t'
23 Remote communication - Abstract Objects for
Network Mgmt
Auto connect 29 |2 0-0:2.1.0.255 M
1 logical_name octet_string[6] 0000020100FF -- - | Get
Get modem shall support all
2 mode enum 101 -- - Set’ modes  (0,101,102,103
and 104)
. . Get,
3 repetitions unsigned 0 -- = | Set
. . Get,
4 repetition_delay long-unsigned 0 -- = | set
e
5 calling_window array[0..*](window_eleme _ | Get,
nt) Set
6 destination_list array[0..*] - -- S:tt’ vaic;;/esrjgnlrﬂgggress n
1 connect integer -- - ﬁ‘:t'
Remote communication - GSM/GPRS Setup
24 .
Objects
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GPRS modem setup 45 | 0 | 0-0:25.4.0.255 M
logical _name octet_string[6] 0000190400FF -- - | Get
An APN with a size of
Get 64 bytes at least is
APN octet_string[0..64] -- - ' supported, i.e. [0.64] is
Set
mandatoty but can be
longer
. Get,
PIN_code long-unsigned -- = | Set
. . . . Get,
quality_of service quality_of service_type -- = | Set
Modem Configuration 27 |1 | 0-0:2.0.0.255 M
logical name octet_string[6] 0000020000FF -- - | Get
comm_speed enum -- .| Get
- Set
initialization_string array -- .| Gt
- Set
modem_profile array -- .| Get
- Set
Auto Answer 28 | 2 0-0:2.2.0.255 M
logical name octet_string[6] 0000020200FF -- - | Get
mode enum 0 -- .| Get
Set
L . « Get, Array[0] equals always
listening_window array[0..*] -- = | set listening
status enum - .| Get
Set
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number_of calls unsigned -- - g:tt’
. . Get,
number_of _rings nr_rings_type -- = | Set
phone number is an
list of allowed callers array[5..*](list_of_allowe _ | Get, ASCIl  coded octet-
- = - d_callers_element) Set string of phone number
length
GPRS Keep Alive Time Interval 1 |0 |0-0:94.98.19.255 M
logical _name octet_string[6] 00005E6213FF -- - | Get
structure Switch
{ Functionality
boolean:switch switch: enable=1/disable=0
Lon uﬁsi ned: enable/disable Ideal_time:
value i dea?_timeg ' Ideal_time _ Set Get, How often is the TCP
Lona_ unsianed: (30...1800)seconds, 60 Set heart beat package sent
g_unsignea Interval value: (10...20) Delay_retry_interval_va
Delay_retry_interval seconds. 10 lue:
ivalue Retry delay if sending
heart beat package failed
reset - - | -
Local Authentication protection 1 |0 | 0-0:94.98.20.255 M
logical_name octet_string[6] 00005E6214FF -- - | Get
structure . . failed attempts: number
failed attempts: L -
of authentication failures
. e (1..10) tmes Get, :
value unsigned: failed attempts lockout time: | Set Set after which the
unsigned: lockout time (1..180) minutes ' communication port is
} - disabled lockout time:
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D
time, in minutes, for
which a locked out
communication channel
stays disabled
International Mobile Station Equipment ldentity 1 1o |0-0:949822255 M
(IMEI) T
ogical_name octet_string - -- et
logical ing[6] 00005E6216FF G
Holds the IMEI of the
value visible_string[0..16]: _ — | Get communication module
IMEI (ASCII digits) (if  inserted), empty
otherwise.
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Grou Parameteters
Group of P (EndDeviceEventsDetails)
of Alarm
Events . (Note: more that Event Code
Devices
and Clock) _
c
©
0o 2
=
3 9 8
S vl e | ¥ 2 s
& Event Name Description Sub-events = = - > 2
g gl s £ £ g :
L 21 | ® ] ° k7] =
£ L ° Name Value = 20 <
2135 g s |« | &
© (5]
° 5] € £
c (25 € b=
S| o 5] =
(2] ] o <
E
(T8
Indicates a complete power down of
the device. Please note that this is
1 Power Down . NA X X M 2 0
related to the device and not
necessarily to the network.
Indicates that the device is powered
2 | Power Up ' P NA X X M| 2 1
again after a complete power down.
Indicates the regular change from and
. . . . to daylight saving time. The time stamp
Daylight Saving Time Activated . .
3 Vil J shows the time before the change. This NA X X M
Regularly . .
event is not set in case of manual clock
changes and in case of power failures.
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Grou Parameteters
Group of of P (EndDeviceEventsDetails) Alarm
Events § (Note: more that Event Code
Devices
and Clock) _
c
©
= .0
('] -
; - o
o . = I Y o
£ Event Name Description Sub-events - o = re 2
g el al| 8§ 2 o
m g = = £ 3 i o
2| EZ|8| ¢ e | & | 2
- | £] 2 3 Name Value © & <
= | 3| S £ s « @
(] o
- 3 € S
s | =| E 5
5|131|8 <
©
e
Indicates that the clock has been
adjusted. The date/time that is stored
in the event log is the old date/time
before adjusting the clock.
. . If during time synchronization, the
4 Clock Adjust (old time /date) NA X X M

difference between new time and old
time of modem is greater than a
predefined value (Clock Time Shift
Limit), this event should be generated
(details in section 13.1 of FID2)
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Event Code

Event Name

Clock Adjust (new time /date)

Description

Indicates that the clock has been
adjusted. The date/time that is stored
in the event log is the new date/time
after adjusting the clock.

If during time synchronization, the
difference between new time and old
time of modem is greater than a
predefined value (Clock Time Shift
Limit), this event should be generated
(details in section 13.1 of FID2)

Sub-events

NA

Group of
Events

Group
of
Devices

Parameteters
(EndDeviceEventsDetails)
(Note: more that Event Code
and Clock)

Alarm

Standard Event Log

Fraud (Security) Event Log
Communication Log

modem

Name Value

Mandatory/Optioanl

Alarm Register No.

Bit No.

Clock Invalid

Indicates that clock may be invalid, i.e.
if the power reserve of the clock has
exhausted. It is set at power up.

NA

Replace Battery

Indicates that the battery must be
exchanged due to the expected end of
life time.

NA
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Grou Parameteters
Group of of P (EndDeviceEventsDetails) Alarm
Events § (Note: more that Event Code
Devices
and Clock) _
c
©
o il
3 S 2
S e ¥le| & | s
£ Event Name Description Sub-events - o = re 2
@ Elal| § 2 ]
o [ — 5 € o - S
> > © @ -] R >
S| £ € ° Name Value s o
2 3 < = < =
© o S £ = @
-] 0 € €
c (28 £ -
© 8
5|131|8 <
o
[T
Indicates that the current batter
8 Battery voltage low . ¥ NA X X M
voltage is low.
Indicates that the error register is
10 Error Register Cleared g NA X M
cleared.
Indi hat the al i i
11 Alarm Register Cleared ndicates that the alarm register is NA X M
cleared.
Indicates a physical or a logical error in
12 modem Program Memory Error NA X X M 1 8
the program memory.
Indicates a physical or a logical error in
13 | RAM Error the RAM. NA X X M 1 9
Indicates a physical or a logical error in L
14 NV Memory Error P .y & Source Application X X M 1 10
the non volatile memory
Indicat tch d t
15 | Watchdog Error ndicates a watch dog reset or a NA X X M| 1| 12
hardware reset of the microcontroller.
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Indicates that the new firmware has
17 Firmware ready for activation been successfully downloaded and NA X X M
verified and is ready for activation
Indi h fi h
18 Firmware activated nd'lcatest at a new firmware has been NA X X M
activated
Indicates that a user tried to gain LLS
46 Assouat'lon authentication failure access.W|th wrong password (intrusion NA X X M 1 13
after n times detection) or HLS access challenge
processing failed n-times
11 — Secret change
47 Parameter (s) changed Parameter (s) changed 12 — Security policy X X M
changed (modem)
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£ Event Name Description Sub-events - o = re 2
5 £la|§ sy
o [ pg &= € © - 3
> > © @ -] R >
S| £ € ° Name Value = 20
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° 0 € €
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1- Authentication Key
for modem change2 —
. Encryption Unicast key
ki
48 | Security key (s) changed One or more security keys for modem change 3 - X X M 2 13
(Global/Master) changed. )
Encryption Broadcast
key for modem change 6
— Master Key Change
. Decryption with currently valid key
D t M
49 ecryp |.on ?r e§sage (global or dedicated) failed to generate X X M 1 13
Authentication failure . L
a valid APDU or authentication tag
Receive frame counter value less or
50 Replay attack equal to the last successfully received NA X X M 1 13
frame counter in the received APDU.
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fre
Indicates the transferred firmware
51 Firmware verification failed verification failed i.e. cannot be NA X X M
activated.
There has been no remote
communication on
. . application layer for a predefined
140 | No connection timeout . . M
period of time;
i.e. modem could not be reached
remotely.
Modem's response to initialization AT
141 | Modem Initialization Failure command(s) is invalid or ERROR or no NA X X M
response received
SIM di ti ted ori t
142 | SIM Card Failure card 1s nOt Nserted oris no NA X X M
recognized
143 | SIM Card Ok SIM card has been correctly detected NA X X M
Modem' istrati GSM net k
144 | GSM Registration Failure odem's reglstration on &S hetwor NA X X M
was not successful
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145 | GPRS Registration Failure Modem'’s registration on GPRS network NA X X M
was not successful
146 | PDP Context Established PDP context is established NA X X M
147 | PDP Context Destroyed PDP context is destroyed NA X X M
148 | PDP Context Failure No Valid PDP context(s) retrieved NA X X M
149 | Modem SW Reset Modem restarted by SW reset NA X X M
153 | GSM Hang-up Modem is disconnected NA X X M
Modem's initialization AT command(s )
— specified in attribute 3 of the modem
155 | User Initialization Failure configuration object - is invalid. Error NA X X M
message or no response from the
modem.
Signal strength too low, not known, or
156 | Signal Quality Low not NA X X M
detectable
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Grou Parameteters
Group of of P (EndDeviceEventsDetails) Alarm
Events § (Note: more that Event Code
Devices
and Clock) _
c
©
o il
('] -
; - o
o . = I Y o
£ Event Name Description Sub-events - o = re 2
5 £l 2|5 g | 5
] el =| = £ 3 % S
| 2|8 g c B 2
1l L ° Name Value ® o
o c ] v =
5| 3| 3 £ = e« o
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s | 2| € &
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Number of calls has exceeded. The
Auto Answer Number of Calls . . .
157 values given in the attribute NA X X M
Exceeded
number_of_calls.
L Indicates a successful communication
158 | Local communication attempt - NA X X M 2 18
on any local port has been initiated.
216 | Factory reset NA X M
226 | Firmware activation failed NA X X M
Indicates that the event log was
cleared. This is always the first entry in
255 | Any of event logs were cleared . ¥ . ¥ X X X X M
an event log. It is only stored in the
affected event log.




